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PROBLEM TO BE SOLVED: To provide a 
communication apparatus capable of making 
wireless communication with another 
communication apparatus with an excellent transmission 
efficiency while keeping 1he security over the entire 
network equivalent^ to the case with the cornrnunication 
via an AP (Access Point), and to provide a wireless 

communication system and a wireless communicalion 

1 1 i 

memou. 

SOLUTION: The wireless comrnurdcation apparatus 
makes a data communication with the other wireless 
comrnuricatfon apparatus via the access point links with 
the other wireless communication apparatus via the 
access point, confirms whether or not direct wireless 
communication is attained to the other wireless 
communication apparatus linked via the access point and 
communicates prescribed communication data with the 
other wireless communication apparatus through the 
direct wireless communication. 
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[0 0 5 0] ^flSt LTf4, *i\ 1ta*»*56»e>APm 

[0 0 5 1] f+i/^^ h*gitfcfim**f4, 
WE P T/i'i^ y X-i.(n.S'5V'>"C S 5^C>^SSii IV («< 
=v /J r7'f if^~>3 > ^2 5— ; Initialization Vec 
tor) K.fc0lSHKfcU -t©flf-»SC4: I V*APK:aSflT 
■T5. APJ4, SffiLfcflHWtk I Vt g#©#il^l£ 

[0 0 5 2] SU-C^&i*S\ 40 

A P (4, ^©BSE^T Ufc t LTlSflBSTiift k V 
XV-f-tx?/^ • =J— K (Successful Code) Srlf^S 
WEE^T»»SrSttfcAPtt, It 

Oo 

[0053] ±iE»Et?»4, ap ktimm7m<omiB\z 
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*>5. Li6»U Jb^Lfci 5***3. y 7V©S5^f— 
t*^li^LV\ APT*f4, ±E£WMc» ir^^y 

x-f^k^ytfetc, S S I THD&fe&fioltQ , MAC 

[0 0 5 4] Wc> p-S>mtf5-i*tt6J: 

ry^-vai'iii, a p 2Hf #4$*©-^ s> 
f^/S:«|4tt> aWES'*^-*— 

[0055] *-f, If #a4$;£J; 9 , 7yfi-*/syf 

fcAPI4, -twffiffftffi^tc S I D (Station ID) £r«4 9 
ST, 7 7-^x- -> 3 ^J&ig^W— At bTjSfsi-5„ 
ffifgffi^tt-tfl?^^ u — t AC KSr^m 
LT, AP©«tt*©i5«*fll«Sr1Ettrt-S. A 
Ptt, ACKfcgfii-St, flWWfcfctfTy a 

[0 0 5 6] n — Sy/^ ffi.©T^-fe^. 

L- T V % 5 IffgiS*^*/!! LAN $ 

jxTV*3**~©«flr**RriBK*5. --tfx SID 
(4. ry^-ya^i:, APa>e>tiH8i8;fc^ti9 

ST i=>*t5 2t^ry t- (Octet) OIDffcot, T 
Df4, P S - P o 1 \-y U—M.<DT> u r a t i o n I 
[0 0 5 7] ;;f> ±.&\^iZ2i<D*-y hv — 

*<r>?"r*/vx'mm-irzw&. mx.\i. mz (a) ©^ 

y bV>-?\zmmL.X^Zfftmi%3ik. 123 (b) 
17 _ ^ lc u x v > 5 timffi* k f4 aflrf 5 r k it 

[0 0 5 8] 9:^, ±3ftUfcJ:5ft*J**r*i-5*«« 

[0059] H4i4, *mmmm\z-&^xt$imz)xz> < g 

(ilfa^S§1f^l : a^-y/l-i^fi'lt#l : S 

14, m i PSeff-e»4, AP?:P>L-Tafti-5SKi:, 

y v^^ixfct ttrffi^5fe©ft|i||iift^g^iiLgiifB-r 

SSSSt, iMRWffTH:, C SMA/CA«*-Cii(t*t 

[006 0] 14 (a) tC*SV^, ^il^fiDtCO 

v->ri4, APigs-e©iifs*5^F"5i rxj -t*fc5fcfc-fe=Jr 
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(a) -ett, ft#M*a«RT"cas>-6 i: it, taj k*o 
[0 0 6 1] jfcic, 04 (b) ^sttS^eitSffS 

So «§LS«SBO:£#f&J««U 0 6 cDffl 

[0 0 6 3] 8l^#^gMilftilftS«^SagS:S 

^fr*J»^l 0 6te N *y H7-^^»«i-5**5 
J^SrW^S (^T5//S 6 0 2) o ^7^7 
— ^KSIftLttl^ifrS* (NO) , ^^^^S 6 0 3tcM 
ff5o 77 7/8 6 0 3^ «K5:OFFl£i-5j&> 20 
S^fcov^-CW^ tJBSrOFF^Uv^ (N 
O) , Stf^^S 6 0 2lcM5 e «}H£:OF 
F^i" (YES) . II^OFFICL 

S 6 0 4) . ^Ti~5o — ^fy^S 6 0 2tC*3V> 
Tv *y h7-?\Z&ffi'tZ>kW7££tltiM& (YE 
S) . ^-Y^/WStK^U (^T^S 6 0 6) . r-r* 
/voS«S:^^t>t5 (^f^S 6 0 7) o 

[0064] vy—?<Dmn*mtL-tz>tz#> 

^5^*JH^5 Uf7yS 6 0 8) 0 -teofe*. b*— 30 
a^SrSWbTV^l^^ (NO) , ^r^S609 

fcT— = ^S:g«Ufc*& (YE 
S) . If— 3>»C***tTV^6lf— n^**ni«tRj6 
URUH«r«lfti-S (^f^S 6 14). 
[0 0 6 5] 7r^/S 6 0 9m ^•Y*/!"***-* 

S^^W^So ^>fA7?KiS?8tUtv^ 
(NO) , 7f y/S 6 0 7^I^t5o ~ 
A7!> h3»»4Ufc*fr (YES) , *(D^ir^ 

♦A'asfc**^***!!*** Uriz/S 6 10) e 

mx* J r>V'f''Y*fl'#1b&1*G' (YES) . * 
^^rt^^ft^/^ItS (^f^S6 11) o 

^O^^/vasftv^-fr (NO) , 7K*y^'^K 
M7 — ^SrjB»i"5 (^t^/S6 13) . * 
tt, XTy^S 6 1 6— M&lrZo 
[0 0 6 6] ^f^/S 6 1 4"CP^5t5iLfc 

• <=E— KT-fcS^S^SrfS-^S (^f7/S6 1 so 



5) o K#TF*5>* K*>» 

^ (NO) , 6 1 6— —Jj. Sbft 5 

*-K#>fy7?^ h7^ft K<£>»-& (YE 

S) v ^V79^h?^ft •^h^yH^-i'C 

i"5 (7fj/^S6 2 1) o ^tt, fe^^-jr— 
->a>'«)3*tTUfc«**OK*»5**«rP'<5 (^fy^ 

5 6 2 2) o ^tt, tO«**NGCi* (NO) . 

6 12^t5, — fctOKOf^ (YES) . 
3) o 

[0067] ^tt, ry^y 3 ^(Dmni^t^M: 

#OKa*5a**rH*<5 (^7y7 p S 6 2 4) e 

tLNGOi^ (NO) . gyglcAt) (*X 

^S 6 2 5). ^r^y^S 6 1 0— S3£-T5o — Jy. 

ry^-^a>^llffb*:»*dsoK©*& (ye 

S) . t ^) A P ©flJSSrSft Ut A P i © 3 y ^ Sr^T 
i~5 (^^S6 18) e rjxKJ:!k APftfifc 

[0 0 6 8] ftK, 6 15t\ T Yfriy? • 

«*«fcoa««rHI*fti-5 (^8 6 16), tl 

619). ^-r-*^©*3E**>6»fr (YE 

S) . ft^H (^^S 6 2 0) . *Tnr? 
S 6 0 6^1ft5o ft^It^V^ 

(NO) % m«OFF*-t-536HS^«rlME"r« 0*^* 
^S 6 2 1) o ttt, «jRSrOFFJC-t-5*fr (YE 
S) . ^75'7 P S6 0 4^1it6 o 

[0 0 6 9] *fc. ««SrOFF^U*V^^ (N 
O) . *y hl7-^kO«*«»fi-63WS*«aEi-6 

(^7y^S 6 2 2) « ^(D^^ *v t<D& 
***J»rLttv*»'fr (NO) . **r -/^S 6 1 6— m& 
-T5 0 SHK«r-f5*fr (YES) , 77^rS6 

0 2— 31^5. 

[0 0 7 0] 6 1 8 TAP >^ 

m-<bfrZ> (^^S7 0l) o iiWSrll 
teLttVMfrfr (NO) , 77^S9 0 1^n e 

a««r»!*fti-*»fr (YES) , ^ff^^3£E- 
APgSfr-^*ML3^^ (^^^ 
^ 7 0 2) 0 

[0 0 7 1] ftlC, Z<D=i*f h(Dm&\Ztt-f%J&<gtf 
hZfi^frtfm^btlZ (^7^S 7 0 3) o 

*«36S*v^-fr (NO) , M*!:iflLt 
6 0> tt«BMB# ^ -r ^ T ^ h o T 5 a»5a*«rP*< 
5 (^y^S 7 0 4) o ^tt, $4 AT ^ h-C/«CV> 
(NO) . 77y^S 7 0 3^I8t5 B — ? 



(9) 



mm 2 003-348103 



15 

■K J*Tv~ Hc&-o tv<5^|-a- (YES) , fS«:;6Sfc3»o 
fcr k\Ci. <0 htf^TttJfcV^it), a: ^- #111 

£*TV^ (77^5 7 0 5) , 5-rS8 0 1^I^ 

[0 0 7 2] ^XS'T'S 7 0 3fC*JV>T = ^^ h 

g^cjiftssttffccfcf^ (yes) , fc&ftmx- 

tb = ^^ h*t?#tt*>ofcah&- (NO) , * 

(yes) . j&5fe©*«aflrsnit3*^ h*Ti-s » 

(7fy^S 7 0 7) . £P>(C, tOftStiSflT&IEO'lll 
fSSrSSgrTS (^fy^S 7 0 8) . . t©«i& 

mmmmzmmmm zm-si-rz (^f^s 7 0 9)„ 
[oo7 3] ttr, *<D&Mmm&w\zttvx\M.mm 

flltrWfH-SA^^^ll^S C^y^S 7 10) o * 
©5g«, a^iiftSrW^fbJfev^-a- (NO) , APS4 
-q<t>7— *iiI{EC*&Sf&U (^f7^S7i4) , 
f?yS8 0 1--Ifn„ — K*iafllSrKfTi-5 
(YES) , jajfe©3iflH»5tJ36«^APaftt?»«f 

Uf?^S7 11) „ S**T^— * 20 

fct©««b»IS«^iI«ai«-r5 (^fy7*S7 1 

2) 0 

[0 0 7 4] tLt, •fcWUfTT*— *fc*f-i-5ACK«r 
afflMMIbfc*»5*»fcH'«S (^f?7'S7 13) . * 
©*£*, ACK4r£«UtV*fc^»# (NO) , iE&fS 

(t*st?#Ji*>ofct^»f$^7 i s'7 e s 7 1 4— s^-r 

5. ACK£gftUfcS§-S- (YES) , iSgSfi 

(^yZ/S 715) „ r©«fc v^Ut, -5J 

[0 0 7 5] 7 1 5 tfigHifSt©?*— *il 

5 (77?/S8 0 1) „ t©*S*, t*— ^ilff SrUft 
V>#£- (NO) , ^777*S8 0 8^Iff5„ — 

^-^iifs^r-rs^ (yes) , jms 

^SrSS^S (^7y/S8 0 2) 0 t©fe£, USSfe 
a*t£fcWi§£- (NO) , A PSST*5Q7nOM^S— 
*r — *Wm\, {T.'TV-fS 8 0 9) , 77yyS 8 20 40 

^s^i-s. (yes) , 

3) o 

[0 0 7 6] t©*S*, ^M-frHIWC*^** (N 
O) , ^y^S 8 0 5—iS^i-5„ — #tt-frffim 
©*§■ (YES) , CF-Pol 1 Srgla Ufc £ # I', 
^&©&i&ii^e^i£«X-* ilfg-T 5 (^S'T'S 
8 04). t©«, ftfrMIBtkSa^Jtotffl^&ih,* 

(^fy/S 8 0 5). 

[0 0 7 7] t«0*£** jR-a-MIB-C*^*^ (NO) , so 
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8 2 0--S^1-5. — ^-g-MF^T-feS^ 
•fr (YES) , *-frbfc«l*s SHIi&^TtgKfcotVVft 
tf^fcW^i&ilfi^g^tf&X-^iifiU Ufy/S 
8 0 6), XJ-yZfS 8 2 0~35£-*-5. 
[0 0 7 8] — ^fy^S 8 0 8lC*3V>-Cx — * £ 

sflrufc^s^SrP'*^ aflru*v*a- (no) , 

5/7"S 8 2 0^t5. Sfc. 7-^^Sfiim 
(YES) , t©7*-*#=»** hJS*a*5*vSrll'** 
(^777"S 8 0 9). t Ut, gtsx — fits**? h 
(NO) , ^?yrS8 14^aS(t 

5. — hK*-^*)**^ (YE 

S) , h^TLti^ 5*»SrW-^5 (^fy^ 1 

S 8 1 0) . 

[0 0 7 9] t©»*, ^^ h^Ttm (YE 
S) , a** h^TSrJS^U (^•7 V 2/7°S 8 1 1 ) , si 
«55©«lfcM««©itt*aftfcfl : "iTU (^7 7/S 8 

1 3) , 8 2 0^S^-T5„ — h 

#55T-*T NGffcSf^ (NO) , = ^ h^F"5T£:fS 
Ufy/S 8 12), ^f-y/S 8 2 O^S^-f" 

[0080] r.rt\ ^^-.yT/S 8 1 4flt gff Ufc 

SRISn?4v>t& (NO) , ^7^S9 0 1^ 
m&TZ, *fc» SgEiI*nt*fc5#-£- (YES) , t© 

8 15). tUt, S.:%;r-*«:£{tUtV^£V>$&-& 
(NO) , ^'(A7!7htJb5i 1 §^Sra'<5 0*5* * 
7"S811) . t©**» AT? hTfcttfttf (N 
O) , XT-yfS 8 1 5-^»£U, ^ AT ^ FT-fctb 
tf (YES) , j£SfflfB©»^TSriiftiUT#fc««*ii{f 
SS©iiftSglBSt UtAPSftcIMItU i^-y-y 
ys 8 18), ^T77"S 8 2 0^^^-T^.. 
[00 8 1] ^■f-s'^'S 8 1 5 ^C*5V^Tt^; : fT7 ^ — 

^^SflL-fc^-B- (YES) , ACKSrslfBL (x^i/ 
7"S816) , i£Sfi«©f*tT©iI&£LT#fcMi8fBI 
{f^S©®mSSSt Ut S^aftSr SftL (^7-y^S 
8 19) , ?fy^S8 2 0^51^5. 
[0 0 8 2] xf^^S 8 2 0-CI4, 3i«<*T*»5*»Sr 
sS^5 0 tOigf > iimas»TUTV>5»^- (YE 
S) , X^5'7'S7 0 1^1^t5. — a«#»T 
UTV^4v»»fr (NO) , «lSrOFF^-r5!6»5*»*r 
H^S (^7 5-7'S 8 2 1). tUt, mM^OFFlC 
-T5#^- (YES) , ^7?7'S6 0 4'-l^t5„ — 
2f, «»SrOFFK:U*VN»^ (NO) , YV — t 

^(Dmmzwwrtzfr&fr&m^z (^fy/s8 2 

2) . tUt, mt&ZWm-t (YES) , 
7°S 8 2 3 -CSJffU, ^75-7"S6 0 2^1#t5„ - 
«5*t*«JIPfU*V>*ft- (NO) , X77^S 8 0 1 

[0 0 8 3] ^.X-y^S 9 0 lt*(4, f— #§L1E 
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w^-a- (no) , ^7—%mvx (^fy7"s9o 

4) , ^f-7 7'S8 2 0^»t5, — f-?S§ 

-rs^-s- (yes) „ Esaft^^ufc^ii^g 

2) . ^LT, W^rbfc*il»il«S6«*»6©9»-^-Cft 
V ■>#•£■ (NO) , 3L*7— &m%VX (^f77'S9 0 

5) „ Xf->'7'S8 2 0'sI^t5 o — rFRlUfcM 
IftaYtSSB^fero^-^-CfcS** (YES) »--*©f 
-^SrSfSb-C^SSrfTV^ (xfy^S 9 0 3) , XT 10 
3/7°S 8 2 0--l#t5„ 

[0 0 8 4] ^xnicfl(s*ttaflHtstt« 

7*— *i§ft&?T5 t©tfcot, T h&&. 

^vxm<ommmm^m^.m\^xv v^saau y^ 

[0 0 8 5] 4&nica5ft*aitSBI*« BME 20 

x-v 3 y Srff ? d t i: £ o t !) y ^gtt 5 r i 

[0086] $ *&wtz. m<Dmmmmmw.i~zt 

LT7^ir^^yf^I6tT=*^ b^JfcU to© 
[0 0 8 7] J&Uti^fcJ: 5 *»W»-J:tHf> AP 
[0 0 8 8] <-tott©*«»ffl>±36UfcJ|Sl©M6 40 

7°y 1-5 r ka«^r 

[0 0 8 9] *3£U!f4, ®*©;»83a»£>«J«£*u3 
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iCayb'r.-? (StliCPU^MPU) asfets^ 
[0 0 9 0] croi^, E1lJMW0jKft:a>&ME*til$ 

^t^W^^. %TS&^=r 4 . CD-ROM, CD- 
R, m.'&T—-?. *JWStt®.**!J#-h\ ROM, Sfc 

[0 0 9 1] Sfc, =yf 3 .- ; ?dS^ttlUfc7 , 'n^7 

=>i-'t:x.—*±xwMhvx^z>ostf:b'& 

[0 0 9 2] HIC, E«ll#*©«E**»e>WE*a**tfc 

K©»*fc36-5*x *©«tttt«#- K-^»«61taia=. 
M-i|:fr5CPU#£f#|ggl©*a ; S©— §C4fc»4^:95 

*<otB-m\£Z.<>x±3&Lit3mMm<om&7t>im 

§i Six 5 **Mlc***v5ri:W:»5*Trt>* 
v\> 
[0 0 9 3] 

[0®©«i**lftW] 

[hi] *&m<o—'&M]&mKftzi*mmtBmw.<z>mtfi 

[ill 2] *«tiHtiMSSl£:}3*?S*m2l£{BaBl 0 1© 
«P«B1 0 3 <Otm>mi&*:7rrf-7 v y?mX3bZc 
[i3] ^KlcgiSMitft-iiffi^^^AWW^Sr^-r 

[0 4] *^JBfflfc:m^T^S;h,S*«y— 

()iftSKwa < ffa7 i -^/i-i:^«if««af i -^) 
las a] *&®<o-mmmm\ztikzmmmigmia.<z>T£ 

[0 5 B ] *Xm<0— £lt&Siw«£ftlfcaffi&&a>2l 
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[Bsc] *&w<D-mmi&m\z.&zmmmigmwi<om 

i o i *«L2isflrff 
102 

10 3 

10 4 Sflrftdtttt 

105 gimmmn 

10 6 

107 f—p&mn 

108 x-^fSttSP 
10 9 r-^Affi^ 

iio iy^—^m^M 



10 



111 flf"^ 

1 1 2 

112a aT 1 -^ 

112b iiff tt»««f WP— ^ 

113 i /on 

114 

115 mtn 
1 1 6 

302, 303, 308. 309 



117 
118 
3 0 1 
3 0 4 
3 0 5 
3 0 6 
3 0 7 



**** 



AP 
3 10 
3 11 
LAN 



if— s< 



[HI] 



too ™ 



fG3- 



— 102 



104 
Z_ 



• CRCMiR 



105 

z_ 



SUITE 



f76 



Yf7 



118 



106 



107 



^108 



109 



=r—9 



■110 



■111 



"-112a 



773 



I/O: 



114 



mm 



115 



112b 

116 
-112 
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[03] 

(a) ^^^h^m^-H 



(b) 



205 



BPF 



206 



103 



[B4] 
(a) 





m*s4? 








■T.Mi.I 


as* 


A 


o 


O 


o 


B 


o 


O 


o 


C 


o 


X 


X 


D 


X 


A 


A 



(b) 



s«m 








A 


PC 






B 


V- 






C 


PC 






D 








E 


PC 


7^;^ 






303 



(b) 7K?k7f ■ ^E— H 



PC 



i L -^-K^308 



y pc 



3f0 



Or' 




S905 
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^ioN I—S601 




\n*)i&£\—S606 



| maoFF | | ftwWx^tv K -S607 
( x>k ) tr-T^r^ no 




© 





^^*-f> v< v^ YES 



APiJVvX— >a> 



~ S623 



; — V 





S624 
NO 











S613 



0V>gg7 | T - 

® ® 
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ims b] 




| gglfttpgii | — S708 
| MaMTCOT [ — S709 



\~S705 





ACK? 

"yes 



S713 

NO 



mtzmmk 



—S715 



V 



S714 
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[H5C] 




CF-Po-11£g(f Lizm> 



S8J3 




S805 

NO 




S814 



S815 



I yes ^5806 



S878 



S816 



-S819 



APgffitC 














